Alloantibody Exchange
ETL Application Setup

The instructions below demonstrate the setup the Alloantibody Exchange.

I Prerequisites

II.  Alloantibody Exchange Software installation and configuration

A. Setup requires a Windows machine to host the software. For example, a virtual machine with
Windows Server 2022 will work. These are typically available for free with a Microsoft Enterprise
license. No special memory requirements are necessary. If your blood bank information is
remote hosted and you would like to have the remote host perform the setup, please reach out.

B. To identify the source of the data, have your team login code available. This is the same code

used to login at alloantibody.org. It was emailed to your team on signup.

C. To access the blood bank information system database, this setup workflow requires a

connection string. Please coordinate with your database administrator. Also see the next page.
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These instructions show how to create a database service account for the Alloantibody Exchange
software to access your blood bank information system. The service account will become part of the

connection string in Part Il. The instructions differ for an Oracle vs. Microsoft database.

Oracle Microsoft
e Cerner (PathNet Blood Bank) e Soft Computer Corporation
e Haemonetics (SafeTrace Tx) e WellSky

Haemonetics (SafeTrace Tx)

PART IlA: Oracle Connection String

1. Login to the Oracle database

5 New / Select Database Connection

Connection Name  Connection Details | | Name |Admin ‘ B2 color

Database Type

User Info Proxy User

et T ]
Username [sys | Role |SYSDBA -

Password |sssss || save Password

Gooscin e e ]

Details Advanced
Hostname flocalhost
Port 1521
%) SID xe
) Service name |

Status : Success

Help Save Clear Test Connect Cancel
2. Create a user.

CREATE USER AlloantibodyExchange IDENTIFIED BY my_password
3. Provide the user SELECT permissions.

GRANT CREATE SESSION TO AlloantibodyExchange;
GRANT SELECT ANY TABLE TO AlloantibodyExchange;
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mailto:george.hauser@alloantibody.org

4. Create the connection string.

Hostname is the server. Service name is the database name. Port is 1521. Test the connection string.
Status (lower left) should say Success.

Connection Name  Connection Details Name ‘Allomhbody Exchange ‘ E Color
Admin sys@/flocalhost:...

TS | Detabase Type [Orace ~|

User Info  Proxy User

Authentication Type [Default |

Username ‘Alnmtimd\fﬁxd'mge | Role [ﬂefajt "
Password ‘mmu--- | [] Save Password
Connection Type |Basic -

Details Advanced

Hostname localhost
Port 1521
Osp [

(5) Service name [YEPDB1

Status : Success

Help Save Clear Test Connect Cancel

PART IIB: Microsoft SQL Server Connection String

1. Login to SQL Server and execute the following commands to create a service account.

-- Creates the server login.
CREATE LOGIN serviceAccountAlloantibodyExchange WITH PASSWORD = '340SUuxwp7Mcxo7Khy";

-- Creates a database user for the login created above.
CREATE USER serviceAccountAlloantibodyExchange FOR LOGIN serviceAccountAlloantibodyExchange;

--Grants 'select’ permissiosn to the user.
GRANT SELECT TO serviceAccountAlloantibodyExchange;
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2. Allow password logins. Server > Properties

B Server Properties - DESKTOP-2RRICO2 - a X
‘Sdoﬂaw S
56 IT Scipt ~ @ Help
& Memory
; Processors Server aut
& Connectons O Windows Authentication mode
& Database Settings
& Advanced @ SQL Server and Windows Authentication mode
K Pemissions
Login auditing
O None
® Failed logins only

O Successful logins only
(O Bothfailed and successful logins

Server proxy account
[] Enable server proxy account

Connection

Server:
DESKTOP-2RRICO2
Connection:
DESKTOP-2RRICO2\ronal [] Enable C2 audt trac

¥ View connection properties [] Cross database o ip chaini

‘Pm'u-
Ready

If you change the setting, it will mention the service requires a re-start to take effect. Restart SQL server
by opening "Services", navigating to SQL Server, and selecting (right click) "Restart".

% Services
File Action View Help

oM EDc=Hml >»mnp

<), Services (Local) _

SQL Server (MSSQLSERVER) Name Description  Status  StatupType  Log OnAs
Sl {6, Spatial Data Service This service ... Manual Local Service
top the service & : 3
Picisa ths sesvice & Spot Verifier ' . mﬁa pote... Manual (Trig... <I Syste...
Ristart the service . R D s sto.. Running NT Service
G, SQL Server Start jOue Manual NT Service...
- &), 5QL Server Stop sQ... Disabled Local Service
Descriptions G sQL Ses ice.. Running Automati NT Senvi
Provides storage, processing and S rver Pause Vice.. Running lomatic ICe...
controlled access of data, and rapid < SQLServer o m.. Running Automatic  NTSenvice..
transaction processing. €5QL Server E Vice.. Running Automatic NT Service...
& saL Server th.. Running Automatic Local Syste...
16, SSOP Disco All Tasks > fsn.. Running Manual Local Service
&), State Repo: re.. Running  Manual Local Syste...
& Still Image B s a.. Manual Local Syste...
G Storage Ser Properties en.. Running Automatic (.. Local Syste...
&, Storage Tie Est.. Manual Local Syste...
& SWvisualizs ___HelP Jize.. Running Automatic Local Syste...

(optional) If integrated security is preferred, login to the server with the service account. Use this
modified connection string, “Data Source=server_name;Initial Catalog=db_name;Integrated

Security=True;Encrypt=True;TrustServerCertificate=True;”.
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The setup program is available for download online. Login at alloantibody.org.

- Allcantibody E nge

I3 alloantibody.o

@ Alloantibody Exchange

Alloantibody Exchange

Enter yOUI' COde: Five sets of letters and numbers.

Download the highlighted installation file.

l Site Info ’ Project Plan

Documents

Choose a document

@ Alloantibody Exchange Overview
IT Request (SBAR Template)
IT Request (Email Template)
Site Info (Offline)
Data Flow
Data Elements

Security: SOC 2 - Type 2 - Engagement Letter

¢

¢

[

m}

m}

Q

O Security: OWASP - Web Application Security

0 Security: Microsoft Azure Defender for Cloud Report
0 Security: Penetration Test

0 Security: HIPAA Review

0 Security: Certificate of Insurance

O Security: HIPAA Security Risk Assessment Tool
O Software for Implementation

O Software Installation Instructions

il Service Agreement

i Business Associate Agreement (BAA)
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Find the downloaded file: ]'.:.EL Alloantibody_Exchange_-_ETL_Setup.msi

Open the file. You may receive a warning message. Click “More info”, “Run anyway”.

Windows protected your PC

Microsaft Defender SmartScreen prevented an unrecognized app from

starting. Running this app might put vour PC at risk.
More info
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Click through these screens.

D AMloantibody Exchange = X A Alloantibody Exchange = >
Confirm Installation Welcome to the Alloantibody Exchange Setup |D'J
Wizard

The inztaller iz ready to install Alloantibody Exchange on your computer. The installer wil guide you thiough the steps required to install Alloantibody Exchange on your

computer.
Click "Mext'" to start the installation

WARNING: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
ar criminal penalties, and will be prosecuted to the maximum extent passible under the law

< Back Cancel < Back Cancel

oantibo xchange —
D AMlcantibody Fxchang ®

Select Installation Folder

The installer will install Alloantibody Exchange ta the following folder.

Toinstall in this folder, click "Mext”. Toinstall to a different folder, enter it below or click "Browse'.

Folder:
C:\Program FileshAlloantibody Exchangetlloantibody Exchange's Browse...

Drisk Cost...

Install Alloartibody Exchange for yourself, or for anyone who uses this computer:

() Everyone
© Just me

< Back Cancel
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A request to install the program will open.

a Alloantibody Exchange e >
¥ g

]
Installation Complete

Alloantibody Exchange has been successfully installed.

| Click "Close" to exit.

\ e s

An icon is now available on the desktop.

The program requires administrator privileges to install. To run the program as an administrator, hold

the shift key and right click the icon. Choose “Run as administrator”.

Open file location

Run as administrator
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@ Allcantibody Exchange %

Alloantibody Exchange

E:lick to Begin Setua

Enter your team’s login code. You used this to download the file. See “Prerequisite B” on the first page.

If you enter an incorrect code, click in the input box and try again.

(& Alloantibody Exchange «
Z y g

Copy and paste the code provided to you.
|DE7D111E—DEIDA—AAI:‘I—EIBEIE—I:DEFI:l1285373

( Submit ) Got it. Go to the next page.

=l
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This is your connection string. See “Prerequisite C” on the first page. If you enter an incorrect connection

string, click in the input box and try again.

2 Alloantibody Exchange bl
- y g

Enter the connection string to your blood bank database.

J=senviceAccountaliantibodyExchange Password="3408 UuxwpTMoxo7Khy Encrypt=True TrustServerCertificate=True;

( Test Connection J Success. Go to the next page.

(=) (=)

5 Alloantibody Exchange x
£ y =]

Testing Alloantibody Exhange Connections.
¥ Read from server.
¥ Write to server.

Perfarming Task Scheduler Setup.
Y Setup complete.

All set. Click finished.

( previos ) Fimenea
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